
AAD Auxiliary Account Data 
ACL Access Control Lists 
ACM Accountable COMSEC Material 

ACMCA Accountable COMSEC Materia 
l Control Agreement 

AES Advanced Encryption Standard 
AFU Authorized for Use 
ALC Accounting Legend Code 
ASN Advance Shipping Notice 
AU Authentic User 
BET Bulk Encrypted Transaction (EKMS) 
CAC Common Access Cards 
CAD Common Account Data 
CAF Canadian Armed Forces 

CARDS COMSEC Accounting, Recording, 
 and Distribution System (DND)  

CCD Canadian Cryptographic Doctrine 

CCEB Combined Communications- 
Electronics Board 

CCF Canadian Central Facility (CSE) 
CCI  Controlled Cryptographic Item 
CCK Crypto Custodian Kit 
CCS COMSEC Client Services 
CE Compromising Emanations 

CEAP Cryptographic Endorsement and  
Assessment Program 

CEM 
Common Methodology for  
Information Technology Security 
 Evaluation (Common Criteria) 

CEO Canadian Eyes Only 

CEOI Communications and Electronics 
 Operating Instructions 

CEP Cryptographic Endorsement 
 Program 

CEPA COMSEC equipment Purchase 
 Authorization  

CER COMSEC Equipment Requirements 
CFD Common Fill Device 
CGP Controlled Goods Program 
CI COMSEC Incident 
CICA CSE Industrial COMSEC Account 
CIK Crypto Ignition Key 

CITP Canadian Industrial TEMPEST 
 Program 

CKL/CIM Compromised Key List/ 
Compromised Information Message 

CLUAS Card Loader User Application  
Software 

CMAC Crypto Material Assistance Centre 

CMCP COMSEC Management Certification 
 Program 

CmdAuth Command Authority 

CMI Certificate Management 
 Infrastructure 

CMR COMSEC Material Report 
COMSEC Communications Security 
ConAuth Controlling Authority 
CONOP Concept of Operations 
COR Central Office of Record 
COTS Commercial Off-the-Shelf 
Crypto Cryptographic 
Cryptonet Cryptographic Network 
CRYPTOSEC Cryptographic Security 

CSE Communications Security Establishment 

CSMI Classified Security Management  
Infrastructure 

CSO  Company Security Officer 
CT Cypher Text 
CUP COMSEC User Portal (CSE) 
DAO Department/Agency/Organization 
DAR Data -at-Rest 
DCA Departmental COMSEC Authority 

DCOR Department of National Defence Central Office 
 of Record DND 

DEK Data Encryption Key 
DES Data Encryption Standard 
DIAS Distributed INFOSEC Accounting System 
DSO Departmental Security Officer 
DTD  Data Transfer Device 
ECA Enterprise COMSEC Authority 
ECU End Cryptographic Unit 
EDP Emergency Destruction Plan 
EFF Enhanced Firefly 
EFFVS Enhanced Firefly Vector Set 
EK Exclusion Key 
EKDL Electronic Key Destruction List 
EKE Exponential Key Exchange 
EKMS Electronic Key Management System 
EKR Electronic Key Replacement 
EMA Eclypt Management Application 
EMR Electromagnetic Radiation 
EMSEC Emission Security 
EOL End of Life 
EP Electronic Protection 
ERTZ Equipment Radiation TEMPEST Zone 
FEK File Encryption Key 
FF FIREFLY 
FFVS FIREFLY Vector Set 
FOCI Foreign Ownership, Control and Influence 
FPL Fixed Packet Length& 
FSA Free Space Attenuation 
FSU Field Software Upgrades 
GC  Government of Canada   

GC EKMS Government of Canada Electronic Key 
 Management System 

GSM Global System for Mobile Communications 
HA High Assurance 
HAIPE High Assurance Internet Protocol Encryptor 

HAIPE IS High Assurance Internet Protocol Encryptor  
Interoperability Specification 

HDPK Host Data Protection Key 
HSPL High Security Protection Level 
IKD Individual Key Distribution 
IKE Internet Key Exchange 
IKEK Initialization Key Encryption Key 
IKEv2 Internet Key Exchange version 2 

INE Inline Network Encryptor  
(Equipment type) 

IP In Process 

IRST Inventory Reconciliation Status  
Transaction 

IS Interoperability Specification /  
Inspectable Space 

ISDN Integrated Services Digital Network 
ITAR International Traffic in Arms 



 Regulations 
ITS Information Technology Security 

ITSA Information Technology Security 
 Alert    

ITSB Information Technology Security 
 Bulletin   

ITSC Information Technology Security 
 Coordinator 

ITSD Information Technology Security  
Directive    

ITSG Information Technology Security  
Guidance    

ITSLC Information Technology Security 
 Learning Centre 

KCN Key Conversion Notice 
KEK Key Encryption Key 

KEKL Local Key Encryption Key (or, Key 
 Encryption Key Local) 

KEKM Memory Key Encryption Key 
KG Key Generator 
KGM Key Generation manager 
KGS Key Generation System 

KLIF Key Loading and Initialization 
 Facility 

KMA  Key Management Authority 
KMC Key Management Centre 
KMI  Key Management Infrastructure 
KMID Key Material Identifier 
KMP Key Management Plan 
KMSP Key Material Support Plan 

KOMPASS 
Key Order Management/ 
Production Accounting Software  
System 

KP Key Processor 
KPF Key Production Facility 

KPKL Local Key Production Key 
 (or, Key Production Key Local) KSD 

KPS Key Production System 
KSD Key Storage Device 
KV Key Variable 

LAKMS Local AEHF Key Management 
 Station 

LAN Local Area Network 

LCMS Local COMSEC Management 
 Software 

LE Local Element 
LEF Link Encryption Family 

LEF IS Link Encryptor Family 
 Interoperability Specification 

LKEK Local Key Encryption Key 
LMD Local Management Device (EKMS computer) 
MITS Management of ITS 
MSK Message Signature Key 
MSPL Medium Security Protection Level 
NCAT National COMSEC Audit Team (CSE) 
NCIO National COMSEC Incident Office 
NCMCS  National COMSEC Material Control System 
NCOR  National Central Office of Record 
NDA National Distribution Authority 
NLZ No-Lone  Zone 
OLG Other Levels of Government 
OTAD Over the Air Distribution 
OTAR Over the Air Rekey 

OTAT Over the Air Transfer 
OTNK Over the Net Keying 
PCM Privilege Certificate Manager 
PDK Private Decryption Key 
PDS Protected Distribution System 
PDS Practice Dangerous to Security 
PER Privilege Establishment Request 
PIN Personal Identification Number 
PKI Public Key Infrastructure  
PPK Pre-Placed Key 
PR Product Requester 
PRC Portable Radio Communications 
PrivCert Privilege Certificate 
PT Plain Text 
RA Registration Authority 
RASKL Really Simple Key Loader 
RFP Request for Proposal 
SA&A Security Assessment and Authorization 
SACS Secure Access Control System 
SCI Sensitive Compartmented Information 
SCIF Sensitive Compartmented Information Facility 

SCIP Secure Communications Interoperability 
 Protocol 

SCO Santa Cruz Operation 
SDNS Secure Data Network System 
SDS Secure DTD 2000 System 
SGSM Sectéra Secure Wireless Phone for GSM 
SIGINT Signals Intelligence 
SKL Simple Key Loader 
SOA Statement of Action 
SPIRS SDNS PSTN-ISDN Rekey Subsystem 
SRCL Security Requirements Checklist 
SSO Site Security Officer 
STAR Short Title Assignment Requestor 
STE Secure Terminal Equipment 
SWT Sectéra Wireline Terminal 
T1DSW Type 1 Default Software 
T3MD Tier 3 Management Device 
TA Terminal Administrator 
TEK Traffic Encryption Key 
TKL Tactical Key Loader 
TPA Terminal Privilege Authority 
TPI Two Person Integrity 
TRA  Threat and Risk Assessment 
TRANSEC Transmission Security 
TRI Transfer Report Initiating 
TrKEK Transfer Key Encryption Key 
TRR Transfer Report Receipt 
TRRA Transfer Report Receipt All 
TSK Transmission Security Key 
UAS User Application Software 
UPS Uninterruptable Power Supply 
VPN Virtual Private Network 

 


